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1
Decision/action requested

SCP test cases 
2
References

[1]
3GPP TS 33.522
3
Rationale

SCP specific test cases are still missing. Scoping of test cases and providing frame for more details tbd.
4
Detailed proposal

************** START OF CHANGES
4.2.2.2.3
Authorization of NF service access

The SCP is not a network function instance and does not provide any services to any consumer NF, but  SCP supports authorization for NF service access, when performing OAuth2.0 based service access authorization on behalf of Network Functions. Therefore, the requirements and test cases in clause 4.2.2.2.3 of TS 33.117 [2] are applicable to the SCP network product class.

In addition, the SCP are shall satisfy the following: 

- SCP shall verify that application layer identity of the requesting NF (NF Service Consumer) correlates with TLS authenticated identity of the same

- SCP shall verify that application layer identity of the responding NF (NF Service Producer) correlates with TLS authenticated identity of the same
4.2.2.2.X
Verification of application layer identity of NF Service Consumer correlating with TLS authenticated identity
Editor's Note: Details on test case to be added.

Requirement Name:
Verification of application layer identity of NF Service Consumer correlating with TLS authenticated identity
Requirement Reference: tbd
Requirement Description: tbd
Threat References: tbd
Test case: 
Test Name: TC_CORR_NFC_ID_WITH_TLS_AUTH_ID
Purpose:

Verify that the SCP under test is able to correlate application layer identity of NF Service Consumer correlating with TLS authenticated identity.
Procedure and execution steps:

Pre-Conditions:

· Tbd.
Execution Steps: 

1.
Tbd
Expected Results:

-
Only proceed if correlation of application layer identity of NF Service Consumer correlating with TLS authenticated identity was successful, otherwise reject to process NF Service Consumer request. 

Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.

4.2.2.2.X
Verification of application layer identity of NF Service Producer correlating with TLS authenticated identity

Editor's Note: Details on test case to be added.

Requirement Name:
Verification of application layer identity of NF Service Producer correlating with TLS authenticated identity
Requirement Reference: tbd
Requirement Description: tbd
Threat References: tbd
Test case: 
Test Name: TC_CORR_NFP_ID_WITH_TLS_AUTH_ID
Purpose:

Verify that the SCP under test is able to correlate application layer identity of NF Service Producer correlating with TLS authenticated identity.
Procedure and execution steps:

Pre-Conditions:

· Tbd.
Execution Steps: 

1.
Tbd
Expected Results:

-
Only proceed if correlation of application layer identity of NF Service Consumer correlating with TLS authenticated identity was successful, otherwise reject to process NF Service Consumer request. 

Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.

************** END OF CHANGES

